a2 United States Patent

Whittemore et al.

US009467334B2

US 9,467,334 B2
Oct. 11, 2016

(10) Patent No.:
45) Date of Patent:

(54)

(71)

(72)

(73)

")

@

(22)

(65)

(1)

(52)

(58)

CONFIGURING COMPUTING DEVICES
USING A BOOTSTRAP CONFIGURATION

Applicant: Apple Inc., Cupertino, CA (US)

Inventors: Mark W. Whittemore, San Jose, CA
(US); Michael D. Santos, Campbell,
CA (US); Todd R. Fernandez,
Mountain View, CA (US); Christopher
G. Skogen, San Jose, CA (US);
Jussi-Pekka Mantere, Mountain View,
CA (US); David Rahardja, Cupertino,

CA (US)
Assignee: Apple Inc., Cupertino, CA (US)
Notice: Subject to any disclaimer, the term of this

patent is extended or adjusted under 35
U.S.C. 154(b) by 508 days.

Appl. No.: 13/913,219
Filed: Jun. 7, 2013

Prior Publication Data

US 2014/0365624 Al Dec. 11, 2014

Int. CL.

GO6F 15/177 (2006.01)

HO4L 12/24 (2006.01)

GO6F 9/44 (2006.01)

U.S. CL

CPC ........ HO4L 41/0806 (2013.01); GOG6F 9/4411

(2013.01); GOGF 9/4416 (2013.01)

Field of Classification Search
None
See application file for complete search history.

(56) References Cited

U.S. PATENT DOCUMENTS

6,643,694 B1* 11/2003 Chemin ............ HO4L 29/12066
709/203

6,735,692 Bl 5/2004 Murphrey et al.
7,065,649 B2* 6/2006 Carbone ............. GO6F 21/121
713/168

7,139,816 B2 112006 Anand et al.

8,706,845 B2* 4/2014 Song ................ HO4L 67/104
370/254
8,931,065 B2* 12015 Luo ..ccoevvviininne HO4W 12/12
709/220
2002/0083206 Al* 6/2002 Volpano ............. HO4L 12/2856
709/249
2005/0047046 Al* 3/2005 Natarajan .............. HO4L 12/66
361/115
2006/0047823 Al* 3/2006 Cheng ...........ccco... GO6F 21/33
709/229
2007/0143466 Al* 6/2007 Shon ............ HO4L 29/12292
709/223
2008/0155071 Al* 6/2008 Lindstrom ........... HO04W 8/205
709/220
2009/0292909 Al* 11/2009 Feder ................. HO4L 41/0803
713/1

2010/0180016 Al 7/2010 Bugwadia et al.

* cited by examiner

Primary Examiner — Brian P Whipple
(74) Attorney, Agent, or Firm — DLA Piper LLP (US)

(57) ABSTRACT
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the location from a bootstrap configuration. The bootstrap
configuration is provided by a bootstrap configuration server
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1
CONFIGURING COMPUTING DEVICES
USING A BOOTSTRAP CONFIGURATION

BACKGROUND

1. Field

The described embodiments relate to computing devices.
More specifically, the described embodiments relate to con-
figuring computing devices using a bootstrap configuration.

2. Related Art

As computing devices (e.g., laptops, tablet computers,
etc.) become smaller, less expensive, and more powerful,
entities (e.g., businesses, schools, institutions, etc.) have
become more willing to provide computing devices to larger
groups of users (e.g., employees, students, members, etc.).
However, some entities have been hampered in providing
computing devices to larger groups of users because pro-
viding support for larger groups of computing devices is
costly and difficult. For example, some entities would prefer
to provide computing devices with certain configuration
settings (e.g., wireless network settings, email server set-
tings, usage restrictions, etc.) so that the computing device
would be used as the entity intends (e.g., with the entity’s
wireless network or email servers, etc.). Providing comput-
ing devices in this way typically requires a technician for the
entity to individually configure each computing device or
requires a user of each computing device to configure the
computing device, which increases the cost and difficulty of
providing computing devices.

BRIEF DESCRIPTION OF THE FIGURES

FIG. 1 presents a block diagram illustrating a computing
device in accordance with some embodiments.

FIG. 2 presents block diagram illustrating a system in
accordance with some embodiments.

FIG. 3 presents a block diagram of communications
between various computing devices in accordance with
some embodiments.

FIG. 4 presents a block diagram illustrating a bootstrap
configuration in accordance with some embodiments.

FIG. 5 presents a block diagram illustrating a list of
devices in accordance with some embodiments.

FIG. 6 presents a block diagram illustrating a list of
purchased devices in accordance with some embodiments.

FIG. 7 presents a block diagram illustrating a device
configuration file in accordance with some embodiments.

FIGS. 8A and 8B (collectively, “FIG. 8”) present a block
diagram illustrating messages presented on a display of a
computing device for a mandatory and for a voluntary
configuration setting in accordance with some embodiments.

FIG. 9 presents a flowchart illustrating a process for
configuring a computing device in accordance with some
embodiments.

FIG. 10 presents a flowchart illustrating a process for
operating a bootstrap configuration server in accordance
with some embodiments.

FIG. 11 presents a flowchart illustrating a process for
operating a device management server in accordance with
some embodiments.

Throughout the figures and the description, like reference
numerals refer to the same figure elements.

DETAILED DESCRIPTION

The following description is presented to enable any
person skilled in the art to make and use the described
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2

embodiments, and is provided in the context of a particular
application and its requirements. Various modifications to
the described embodiments will be readily apparent to those
skilled in the art, and the general principles defined herein
may be applied to other embodiments and applications
without departing from the spirit and scope of the described
embodiments. Thus, the described embodiments are not
limited to the embodiments shown, but are to be accorded
the widest scope consistent with the principles and features
disclosed herein.

In some embodiments, a computing device (e.g., comput-
ing devices as shown in FIGS. 1 and 2, etc.) uses code and/or
data stored on a computer-readable storage medium to
perform some or all of the operations herein described. More
specifically, the computing device reads the code and/or data
from the computer-readable storage medium and executes
the code and/or uses the data when performing the described
operations.

A computer-readable storage medium can be any device
or medium or combination thereof that stores code and/or
data for use by a computing device. For example, the
computer-readable storage medium can include, but is not
limited to, volatile memory or non-volatile memory, includ-
ing flash memory, random access memory (eDRAM, RAM,
SRAM, DRAM, DDR, DDR2/DDR3/DDR4 SDRAM, etc.),
read-only memory (ROM), and/or magnetic or optical stor-
age mediums (e.g., disk drives, magnetic tape, CDs, DVDs).
In the described embodiments, the computer-readable stor-
age medium does not include non-statutory computer-read-
able storage mediums such as transitory signals.

In some embodiments, one or more hardware modules are
configured to perform the operations herein described. For
example, the hardware modules can comprise, but are not
limited to, one or more processors/processor cores/central
processing units (CPUs), application-specific integrated cir-
cuit (ASIC) chips, field-programmable gate arrays (FPGAs),
caches/cache controllers, embedded processors, graphics
processors (GPUs)/graphics processor cores, pipelines,
Accelerated Processing Units (APUs), and/or other pro-
grammable-logic devices. When such hardware modules are
activated, the hardware modules perform some or all of the
operations. In some embodiments, the hardware modules
include one or more general-purpose circuits that are con-
figured by executing instructions (program code, firmware,
etc.) to perform the operations.

In some embodiments, a data structure representative of
some or all of the structures and mechanisms described
herein (e.g., computing device 100 and/or some portion
thereof) is stored on a computer-readable storage medium
that includes a database or other data structure which can be
read by a computing device and used, directly or indirectly,
to fabricate hardware comprising the structures and mecha-
nisms. For example, the data structure may be a behavioral-
level description or register-transfer level (RTL) description
of'the hardware functionality in a high level design language
(HDL) such as Verilog or VHDL. The description may be
read by a synthesis tool which may synthesize the descrip-
tion to produce a netlist comprising a list of gates/circuit
elements from a synthesis library that represent the func-
tionality of the hardware comprising the above-described
structures and mechanisms. The netlist may then be placed
and routed to produce a data set describing geometric shapes
to be applied to masks. The masks may then be used in
various semiconductor fabrication steps to produce a semi-
conductor circuit or circuits corresponding to the above-
described structures and mechanisms. Alternatively, the
database on the computer accessible storage medium may be
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the netlist (with or without the synthesis library) or the data
set, as desired, or Graphic Data System (GDS) II data.

In the following description, functional blocks may be
referred to in describing some embodiments. Generally,
functional blocks include one or more interrelated circuits
that perform the described operations. In some embodi-
ments, the circuits in a functional block include circuits that
execute program code (e.g., machine code, firmware, etc.) to
perform the described operations.

Overview

The described embodiments include a system that enables
an entity that controls configuration settings (e.g., an owner,
an administrator, etc.) on a computing device (e.g., a laptop
computer, a tablet computer, and/or other computing device)
to provide a device configuration file to the computing
device, as well as performing ongoing/subsequent manage-
ment operations. During a configuration operation (i.e.,
initial configuration or re-configuration of the computing
device), the computing device uses the device configuration
file to assist in configuring the computing device. For
example, the device configuration file may include network
settings, a network proxy identification, usage restrictions,
calendar information, and/or other configuration settings
that are used when setting corresponding settings in the
computing device.

These embodiments use a bootstrap configuration to assist
the entity that controls the configuration settings of the
computing device in providing the device configuration file
to the computing device. The bootstrap configuration
includes a reference to a location on a server where the
device configuration file is hosted. For example, the boot-
strap configuration may include a universal resource locator
(URL), an address, and/or another reference to the location.
When performing the configuration operation, the comput-
ing device acquires the bootstrap configuration file and then
uses the reference to the location from the bootstrap con-
figuration file to retrieve the device configuration file from
the server.

These embodiments enable an entity that control device
settings for a computing device to more easily provide
configuration information to the computing device by using
a bootstrap configuration to indicate a location of a device
configuration file and enable the entity to perform ongoing
management of the computing device. This technique
extends to a larger number of computing devices, enabling
the entity to configure the computing devices with less effort
and expense than is required in existing systems (where, for
example, a technician or a user performs one or more
operations to set the configuration settings in each comput-
ing device). Because configuration is easier and less expen-
sive, an entity (e.g., a business, an institution, a school, etc.)
can more easily and cheaply support larger numbers of
computing devices.

Computing Device

FIG. 1 presents a block diagram illustrating computing
device 100 in accordance with some embodiments. Com-
puting device 100 includes processing subsystem 102,
memory subsystem 104, networking subsystem 106, and
display subsystem 108.

Processing subsystem 102 comprises one or more circuits,
mechanisms, computer-readable storage mediums, and/or
functional blocks configured to perform computational
operations for computing device 100. For example, process-
ing subsystem 102 may include one or more processors
(central processing units (CPUs) or CPU cores, graphics
processing units (GPUs), systems on a chip (SOC), etc.),
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application-specific integrated circuits (ASICs), microcon-
trollers, and/or programmable-logic devices.

Memory subsystem 104 comprises one or more circuits,
mechanisms, computer-readable storage mediums, and/or
functional blocks configured to store data and/or instructions
for processing subsystem 102 and networking subsystem
106. For example, memory subsystem 104 may include
random access memory such as dynamic random access
memory (DRAM) and/or other types of memory, along with
mechanisms for controlling access to the memory. In some
embodiments, memory subsystem 104 includes a memory
hierarchy with an arrangement of one or more caches
coupled to a memory for computing device 100. In some of
these embodiments, one or more of the caches is located in
processing subsystem 102.

In some embodiments, memory subsystem 104 is coupled
to one or more high-capacity mass-storage devices (not
shown). For example, memory subsystem 104 can be
coupled to a magnetic or optical drive, a solid-state drive, or
another type of mass-storage device. In these embodiments,
memory circuits in memory subsystem 104 can be used by
computing device 100 as fast-access storage for often-used
data, while the mass-storage device is used to store less
frequently used data.

Networking subsystem 106 comprises one or more cir-
cuits, mechanisms, computer-readable storage mediums,
and/or functional blocks configured to couple to and com-
municate on a wired and/or wireless network. For example,
networking subsystem 106 may include a Bluetooth™ net-
working system, a cellular networking system (e.g., a 3G/4G
network), a universal serial bus (USB) networking system,
a networking system based on the standards described in
Institute for Electrical and Electronic Engineers (IEEE)
802.11 (i.e., an 802.11 wireless network such as a WiFi
network), an Ethernet networking system, or a personal-area
networking (PAN) system. Networking subsystem 106 also
includes controllers/processors, radios/antennas for wireless
network connections, sockets/plugs for wired network con-
nections, and/or other devices and software (e.g., firmware,
drivers, etc.) used for coupling to, communicating on, and
handling data and events on wired and/or wireless networks.

Display subsystem 108 comprises one or more circuits,
mechanisms, computer-readable storage mediums, and/or
functional blocks configured to render information on at
least one screen or other interface (e.g., light-emitting
diodes, transducer, etc.) for computing device 100. For
example, display subsystem 108 may include a screen upon
which display subsystem 108 renders information (e.g.,
graphics, text, etc.).

Within computing device 100, processing subsystem 102,
memory subsystem 104, networking subsystem 106, and
display subsystem 108 are coupled together by bus 110. Bus
110 comprises electrical, optical, electro-optical, etc. con-
nection(s) that the subsystems can use to communicate.

Although shown as separate subsystems in FIG. 1, in
some embodiments, some or all of a given subsystem can be
integrated into one or more of the other subsystems in
computing device 100. For example, as described above,
some or all of memory subsystem 104 (e.g., caches, con-
trollers, etc.) can be incorporated into processing subsystem
102.

Computing device 100 can be, or can be incorporated
into, many different types of electronic devices. Generally,
these electronic devices include any device that can perform
the operations herein described. For example, computing
device 100 can be or can be part of a desktop computer, a
laptop computer, a server computer, a media player, an
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appliance, a subnotebook/netbook computer, a tablet com-
puter, a smart phone, testing equipment, a network appli-
ance, a set-top box, a personal digital assistant (PDA), a toy,
and/or a controller.

Although computing device is described using the illus-
trated components and subsystems, in some embodiments,
different components and/or subsystems may be present in
computing device 100. For example, computing device 100
may include one or more additional processing subsystems
102, memory subsystems 104, and/or networking subsys-
tems 106. As another example, one or more of the subsys-
tems may not be present in computing device 100. As yet
another example, in some embodiments, computing device
100 may include one or more additional subsystems that are
not shown in FIG. 1. For example, computing device 100
may include an input/output (I/O) subsystem, a data collec-
tion subsystem, an audio subsystem, an alarm subsystem,
and/or a media processing subsystem.

System

As described above, in the described embodiments, a
computing device communicates with one or more other
computing devices to acquire a bootstrap configuration and,
using information from the bootstrap configuration, to
acquire a device configuration file that is used to assist in
configuring the computing device. FIG. 2 presents block
diagram illustrating a system 200 for communicating the
bootstrap configuration and the device configuration file in
accordance with some embodiments. As can be seen in FIG.
2, in system 200, computing device 202 is coupled to
network 204. Network 204 is also coupled to device man-
agement server 206, bootstrap configuration server 208,
activation server 210, and accounting server 212.

Generally, each of computing device 202, device man-
agement server 206, bootstrap configuration server 208,
activation server 210, and accounting server 212 are com-
puting devices configured to perform the operations herein
described as being performed by the corresponding com-
puting device. Each of computing device 202, device man-
agement server 206, bootstrap configuration server 208,
activation server 210, and accounting server 212 comprise
mechanisms (circuits, functional blocks, etc.) configured to
perform the corresponding operations. For example, in some
embodiments, some or all of computing device 202, device
management server 206, bootstrap configuration server 208,
activation server 210, and accounting server 212 include
subsystems similar to the subsystems in computing device
100.

Computing device 202 is a computing device (e.g., a
tablet computer, a laptop computer, and/or another comput-
ing device) for which an entity controls configuration set-
tings. In these embodiments, the entity may be an entity
other than a user of computing device 202 (e.g., an owner or
administrator of computing device 202). For example, in
some embodiments, computing device 202 is a laptop com-
puter owned by a business that is provided to an employee
for business use. In this embodiment, the business is the
entity that controls the configuration settings—and thus
dictates how the configuration settings are set on the com-
puting device 202. For example, the business may control
how network settings, network proxy or DNS server iden-
tifiers, usage restrictions, calendar information, and/or other
configuration settings are set on computing device 202. As
another example, in some embodiments, computing device
202 is a tablet computer that is provided to students of a
school and the school controls the configuration settings.

Network 204 is an electronic communication network.
Generally, network 204 may include any network or com-
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bination of networks (each including switches, routers,
network processors, controllers, wires/fibers, etc.) that
enables communication between devices coupled to network
204. For example, in some embodiments, network 204
comprises one or more of a cellular network (e.g., EDGE,
UMTS, HSDPA, LTE, etc.), a network based on the stan-
dards described in IEEE 802.11 (e.g., an 802.11 wireless
network), an optical fiber network, an Ethernet network,
and/or other wired and/or wireless networks or combinations
thereof. In some embodiments, network 204 at least in part
includes the Internet, a wide area network (WAN), a corpo-
rate or governmental intranet, and/or another larger network.
As an example, in some embodiments, computing device
202 and device management server 206 are coupled to a
corporate intranet that is coupled to the Internet and boot-
strap configuration server 208, activation server 210, and
accounting server 212 are located in “the cloud” (e.g., are
implemented on one or more servers coupled to the Internet
and available for performing the operations herein
described). As another example, in some embodiments,
computing device 202 is coupled to the Internet (e.g., via a
cellular network or WiFi connection), device management
server 206 is coupled to an intranet that is coupled to the
Internet, and bootstrap configuration server 208, activation
server 210, and accounting server 212 are located in the
cloud.

Device management server 206 is a computing device
(e.g., a server computer, a desktop computer, and/or another
computing device) that performs operations for an entity that
controls configuration settings for computing device 202. In
some embodiments, these operations include hosting a
device configuration file that includes data/information to be
used in setting or updating configuration settings in com-
puting device 202. As an example, in some embodiments,
device management server 206 is a server computer that is
operated by a business (i.e., the entity) that controls the
configuration settings of one or more computing devices
(e.g., laptops, tablet computers, etc.) that are owned by (or
are otherwise controlled by) the business, but are used by
employees. As another example, in some embodiments,
device management server 206 is a desktop computer that is
operated by an institution (i.e., the entity) that controls the
configuration settings of one or more computing devices that
have been provided to members of the institution. In some
embodiments, device management server also performs
operations such as uploading/sending a list of devices and/or
a bootstrap configuration to bootstrap configuration server
208, determining the reference to the location for the boot-
strap configuration, etc.

Bootstrap configuration server 208 is a computing device
(e.g., a server computer, a desktop computer, and/or another
computing device) that provides a service (e.g., executes
program code, which causes bootstrap configuration server
208 to provide the service) that enables entities to use
bootstrap configuration server 208 to provide a bootstrap
configuration to computing devices for which the entity
controls the configuration. As described above, the bootstrap
configuration comprises a reference to a location (e.g., a
URL or address) where the device configuration file is
hosted by device management server 206 that is used by
computing device 202 to acquire the device configuration
file. As an example, in some embodiments, bootstrap con-
figuration server 208 is a commercial server computer (e.g.,
in the cloud, accessible on the Internet, etc.) that provides a
website or another interface that enables an entity (e.g., via
device management server 206) to send the bootstrap con-
figuration to bootstrap configuration server 208 for storage
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on bootstrap configuration server 208 and to manage com-
puting devices that are permitted to acquire the bootstrap
configuration from bootstrap configuration server 208,
enables computing device 202 to acquire the bootstrap
configuration, and performs other operations herein
described.

Activation server 210 is a computing device (e.g., a server
computer, a desktop computer, and/or another computing
device) that provides a service that enables computing
device 202 to perform operations related to the initial
activation and re-activation of computing device 202. In
some embodiments, these operations comprise sending a
message to computing device 202 during an activation
process that indicates that computing device 202 should
communicate with bootstrap configuration server 208 to
acquire a bootstrap configuration. As an example, in some
embodiments, activation server 210 is a commercial server
computer (e.g., in the cloud, accessible on the Internet, etc.)
that provides a website or another interface that enables
computing device 202 to perform the operations related to
initial activation and re-activation of computing device 202
and performs other operations herein described.

Accounting server 212 is a computing device (e.g., a
server computer, a desktop computer, and/or another com-
puting device) performs services for managing and account-
ing for device purchases and sales for a commercial enter-
prise. In some embodiments, accounting server 212
communicates with bootstrap configuration server 208 to
provide information about computing devices that should be
provided with a bootstrap configuration. As an example, in
some embodiments, activation server 210 is a private server
computer (e.g., a server computer operated by an entity that
operates one or more of activation server 210 and bootstrap
configuration server 208) that provides a list of purchased
devices to bootstrap configuration server 208 and performs
other operations herein described.

In some embodiments, one or more of computing device
202, device management server 206, bootstrap configuration
server 208, activation server 210, and accounting server 212
provides an interface (e.g., a website, a program interface, a
command-line interface, etc.) on a display of the device or
elsewhere (e.g., on a display of another device) that may be
used by a user of the device (e.g., an administrator may use
device management server 206, a user may use computing
device 202, etc.) to perform operations relating to the
management of computing devices that may acquire a
bootstrap configuration (e.g., account setup and verification,
device list updates, etc.) and/or the device configuration file.
For example, computing device 202 may provide a configu-
ration interface that includes one or more displays on a
screen of computing device 202 for explaining, controlling,
etc. an initial configuration and/or a re-configuration of
computing device 202, including acquiring and using a
device configuration file. As another example, bootstrap
configuration server 208 may provide a web page and/or
program interface for activating an account for an entity,
updating devices that may access the bootstrap configuration
(e.g., generating and sending a list of devices to bootstrap
configuration server 208), uploading/sending the bootstrap
configuration to bootstrap configuration server 208, etc.

Although system 200 is described using certain devices
(servers, etc.), in some embodiments, system 200 includes a
different number or arrangement of devices and/or the
devices perform different operations. For example, in some
embodiments, some or all of the operations described herein
as being performed by device management server 206 are
performed by bootstrap configuration server 208 (e.g., boot-
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strap configuration server 208 performs some or all of the
operations herein described as being performed by device
management server 206). In these embodiments, device
management server 206 may not be present in system 200 or
may only be a desktop computer used to interact with
bootstrap configuration server 208. As another example,
some embodiments do not use activation server 210 as
described. In these embodiments, computing device 202
may automatically check with bootstrap configuration server
208 to determine if a bootstrap configuration is available,
without being instructed to do so by activation server 210.
For example, computing device 202 may determine that
communication with activation server 210 is not to be
performed based on a hardware profile or operating system
for computing device 202, available networks, a physical
location of computing device 202, etc. As yet another
example, accounting server 212 may be coupled to addi-
tional servers (not shown) that enable purchasing devices
from an online store or via inside sales, keep records of
purchased devices/devices shipped from a factory, etc.

Although only one computing device 202 is shown in
FIG. 2, some embodiments include multiple computing
devices for which configuration settings are controlled by an
entity (e.g., a business, an institution, etc.). In these embodi-
ments, device management server 206 or another computing
device may communicate identifiers for each of the multiple
computing devices (e.g., in a list of devices) to bootstrap
configuration server 208 along with an indication that a
corresponding bootstrap configuration should be sent to each
of the multiple computing devices during an initial configu-
ration or re-configuration. This causes bootstrap configura-
tion server 208 to provide the bootstrap configuration to
each of the multiple computing devices upon receiving an
associated request from each computing device during an
initial configuration or re-configuration of the computing
device. The bootstrap configuration is then used by each
computing device to retrieve a device configuration file for
use in configuring the computing device. In this way, the
entity can control the configuration of multiple computing
devices using the service provided by bootstrap configura-
tion 